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Presentation Outline
Background

- DND’s Business Environment
- ERP Systems used in DND

Using ERP Data to Support Audit Projects:
- Uses for Data Analysis
- Data Access Methods - ERP Systems (SAP Examples)
- Data Analysis Techniques

Data Analysis - Illustrations:
- Finding risk items ~ Unknown symptoms

~ Known symptoms
- Continuous Monitoring

Conclusion
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Background
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AFGHANISTAN
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Background

DND ERP Systems
FMAS

MASIS

HRMS

CFSSU
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Using ERP Data to Support Audits 

Using ERP Data to Support Audits:
- Data Uses
- Data Access (from ERP Systems, SAP – DND FMAS eg)

- Data Analysis
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DATA  USES
Using ERP Data to Support Audits

Look for specific individual items:
confirm existence or absence
obtain details
identify related items
determine search keys

Summarize & classify data –
(profiles, patterns & trends):

descriptive information
materiality/risk
invalid (outside range or incompatible)
comparative & time series analysis

Look for a set of items of interest:
anomaly items (Risk Item Detection)
invalid items
sub-populations & samples
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On-Line Production System - Standard / Menu Based:

Supplemental / Customized :

Documents/Transaction Queries
Standard Reports

Summaries
Reference Tables
Logs

Pull-down Lists

Special Tools
-Commercial Access Applications

(eg. AIS, Report Writer, SQL Direct, etc;  ‘ACL Direct Link’ to SAP)
-In-House Tools   

(eg. Financial Hierarchy, Numerical Analysis, Performance Ratios)

Off-line data   (possibly a DataMart)
- Ad Hoc Queries - Reference Tables
- Tailored Reports - Transaction Detail Files

x

DATA  ACCESS METHODS
Using ERP Data to Support Audits
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Using ERP Data to Support Audits
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Information System
System

FMAS Prod 1998 (99-01)
Main Menu

FI
FM

CO

*2 *3

*1

*4 *5

Accounting
*6

*8

*7

Using ERP Data to Support Audits
#1
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#10

Office

Purchasing
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Using ERP Data to Support Audits
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Using ERP Data to Support Audits

Fund,
Fund Centre (FCtr),
Cost Centre (CCtr),
Internal Order (IO),
Hierarchy Schematic
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*1

*3

*2

On-Line Doc Query -
Invoice Doc & 
Field Identification eg. 

*4

*5

Using ERP Data to Support Audits
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Field Identification 
eg. cont.

*6

Using ERP Data to Support Audits
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*2

Pull-Down Lists -
G/L Balance Rep eg

*1

Using ERP Data to Support Audits
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Standard Reports MenuUsing ERP Data to Support Audits

*1
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On-Line Reports -
FCtr Hierarchy

Using ERP Data to Support Audits
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On-Line Reports -
Hierarchy – RCMP

Using ERP Data to Support Audits
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Using ERP Data to Support Audits

*2

*1

*3

Downloading -
Vendor Report Detail eg.
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OneTime Reports –
Posted for General AccessUsing ERP Data to Support Audits
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Data Analysis – Aimed at …
Risk Detection Methods – Waste/Misuse/Fraud

4Multiples (duplicates)
4 Incompatible data
4 Incomplete or missing data
4 Never used
4 Excessive fluctuations
4Extremes & Unlikelies

Known Symptoms -

Unknown Symptoms -
4Patterns in the data:

iData Profiling
iRatio Analysis
iBenford’s Law

4Modeling

Supporting Review Projects 
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Data Analysis – Illustrations

Data Analysis – Illustrations
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Data Analysis – Aimed at …
Risk Detection Methods – Waste/Misuse/Fraud

4Multiples (duplicates)
4 Incompatible data
4 Incomplete or missing data
4 Never used
4 Excessive fluctuations
4Extremes & Unlikelies

Known Symptoms -

Unknown Symptoms -
4Patterns in the data:

iData Profiling
iRatio Analysis
iBenford’s Law

4Modeling

Data Analysis – Illustrations
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PROFILING with
Information System Downloads

Data Analysis – Illustrations
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PROFILING with
ACL/FMAS Hierarchy Tool

Data Analysis – Illustrations
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Data Pattern Analysis with
CRS DataBase Analysis Tool

< A – Variance / Max/Max2

< B – Variance / Max/Max2

Data Analysis – Illustrations
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Data Pattern Analysis with
CRS DataBase Analysis Tool

RATIO  ANALYSIS

Data Analysis – Illustrations

Variance in Payments - by Vendor

Vendor    Total         Max        Max2     Max_max2  Min   Ct r

A & A GLASS LTD                 56, 329. 18      50, 770. 59    12, 00. 00    42. 31   20. 25   20
NEWFOUNDLAND KUBOTA LTD         15, 832. 09      14, 200. 00      379. 33    37. 43    1. 55   18
Faxon Canada                    43, 678. 04      39, 085. 18    1, 519. 82    25. 72    1. 50   21
RICHARDSON ELECTRONICS       1, 541, 778. 46   1, 250, 000. 00   52, 724. 33    23. 71   72. 97   61
DAVTAIR INDUSTRIES INC         216, 499. 15     198, 696. 99    3, 425. 00    58. 01   25. 00   39
TORONTO HYDRO                   29, 143. 53      17, 774. 24      229. 44    77. 47    0. 53  327
ALLIED MEDICAL INSTRUMENTS     146, 283. 11     114, 487. 50    5, 554. 75    20. 61    6. 31   28
MCCARTHYS HEATING SERVICES      75, 693. 81      31, 512. 00      987. 55    31. 91    3. 68  500
S.  NORMAN SANCTON & SON         10, 257. 49       9, 282. 69      238. 56    38. 91   14. 08   12
FIELD AVIATION CO INC          160, 713. 70     137, 600. 00    4, 250. 00    32. 38   74. 00   30
FESTIVAL PROMOTIONS          2, 341, 965. 71   2, 247, 685. 59   21, 020. 16   106. 93   17. 50   27
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Benford’s Law Concept

Data Pattern Analysis with
CRS DataBase Analysis Tool

BENFORD’S LAW  ANALYSIS

Data Analysis – Illustrations
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Data Pattern Analysis with
CRS DataBase Analysis Tool

BENFOD’S LAW  ANALYSIS

Data Analysis – Illustrations

Benford’s Law – Illustration (Leading 2 Digits)    
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Data Analysis – Aimed at …
Risk Detection Methods – Waste/Misuse/Fraud

4Multiples (duplicates)
4 Incompatible data
4 Incomplete or missing data
4 Never used
4 Excessive fluctuations
4Extremes & Unlikelies

Known Symptoms -

Unknown Symptoms -
4Patterns in the data:

iData Profiling
iRatio Analysis
iBenford’s Law

4Modeling

Supporting Review Projects 
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Data Analysis – Illustrations Multiples

Tests to Identify KNOWN Fraud Indicators
Duplicate Payments

Same / Same / Different
ie. matching Invoice # & Amount –

but not Vendor Number
Higher Risk of being a Duplicate
Not Identified by the Financial System
FY 00/01

48 transactions $ 821,091.75 - all duplicates
2 Unknown $ 17,849.95
3 Recovery Pending $ 56,225.67
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Known Symptoms -
CRS DataBase Analysis Tool

for Credit Card Data

Data Analysis – Illustrations
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Data Analysis – Illustrations Multiples

Tests to Identify KNOWN Fraud Indicators

Purchasing - Examples
Computerized search of the vendor list and look for:

- Same address or phone#, but different Vendor Name & #
- Different spellings of same Vendor Name

- No Phone #
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Purchasing:
- Fluctuations -

Rapidly increasing, or inconsistent Unit Prices 
Unit Prices for same items inconsistent among 
different vendors
Inventory level fluctuations inconsistent with 
production or sales 

- Unlikely -
Matches of item numbers/description being 
purchased and sold for scrap

Tests to Identify KNOWN Fraud Indicators

Fluctuations & 
Unlikelies

Data Analysis – Illustrations
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Continuous Monitoring 

Continuous Monitoring
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Data Pattern Analysis with
CRS DataBase Analysis Tool

Performance Measures

Continuous Monitoring 

Efficiency
Compliance Accuracy &

Completeness Management
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Financial Management

List of
Audit

Entities

Total 
Data

ACL
Batches

Entity
Data

Analysis
Results

Entity
Data

Data Pattern Analysis with
CRS DataBase Analysis Tool

Performance Measures

Continuous Monitoring 
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Data Pattern Analysis with
CRS DataBase Analysis Tool

Performance Measures

Continuous Monitoring 
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Conclusion

Conclusion
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BenefitsConclusion

. . . Of Electronic Data Analysis :
a Time savings 
aMonitoring - based on your Assessment of the Risks
a Review 100% of transactions
a Pro-active review of transactions
a Reduce Overall Risk
a Contribute to Assurance / Letter of Attestation

. . . Automated Tools :
a Require little user knowledge of analysis techniques
a Find both known & unknown symptoms
a Focus attention on just questionable items
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Thank you for your interest.Thank you for your interest.

Any QuestionsAny Questions
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Supplemental Slides –

Covering additional methods for 
detecting known problems.
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Data Analysis – Illustrations

Tests to Identify KNOWN Fraud Indicators

Purchasing:
“Perform a computerized match of the vendor list 

with a list of employees and look for matches of 
addresses or phone numbers”

Combining information from SAP 
(Finance) and PeopleSoft (HR)
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Data Analysis – Illustrations

Tests to Identify KNOWN Fraud Indicators

Purchasing:
Rapidly increasing, or inconsistent Unit Prices 
Unit Prices for same items inconsistent among 
different vendors
Matches of item numbers/description being 
purchased and sold for scrap
Inventory level fluctuations inconsistent with 
production or sales
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Data Analysis – Illustrations

Tests to Identify KNOWN Fraud Indicators

Payroll: 
Received a Check, but ...

no valid SIN or Direct Deposit 
no time, attendance or leave
not in employee directory
no, or scarce, personnel data
on list of terminated employee 
no pension or other deductions
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Data Analysis – Illustrations

Tests to Identify KNOWN Fraud Indicators

Questionable Invoices:

Invoices without a valid Purchase Order Number
Invoices from Vendors not in Vendor File
Invoices for more than Purchase Order Amount
Multiple Invoices for Same Item Description
Vendors with Different Invoice Sequences
Invoice for Quantity greater than Quantity Received
Duplicate Invoice Numbers / Date and Amount
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